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ENTERSOFT
Safe to Host Certificate
Dated: 19t"June, 2024 Certificate Number: 202406-01
Client Name: SUVARNA TECHNOSOFT PVT LTD
Client Address: 6-3-191/C/1, Tower B, 4th Floor, Fortune 9, Raj Bhavan Road, Somajiguda,
Hyderabad, Telangana, India-500082.
Application Name(s): Suvarna HIMS & EMR
Purpose of the Web Application: HIMS, RCM, LIMS, RIS, PACS, DMS, EMR, HER, comprising over 40+ modules,

streamlines administrative tasks, centralizes patient data, enhances
operational efficiency, and ensures regulatory compliance within healthcare
organizations. The Electronic Medical Records system maintains accurate
patient medical records, improves patient care, enhances clinical efficiency,
secures patient information, and supports data integration with other
healthcare systems. Together, HIMS and EMR improve patient outcomes and
operational efficiency by providing comprehensive and secure management
of health information.

Audit Performed on URL(s): https://emr.doctor9.com/op

Audit Methodology: OWASP Top 10, WASC 40 & SANS 25

Audit Approach: Non-Destructive Grey Box Testing

Tool Used: Burp Suite Professional, Nmap, NIKTO, Dirsearch, SQL Map, SSL Scan,
Nuclei, Manual Test Methodologies

Testing Dates: 7t June 2024 till 11% June 2024

Name of Audit Company: Entersoft Information Systems Private Limited

Address of the Audit Company: 2nd Floor, Skyview 10, The Skyview, SY No. 83/1, Raidurgam,
Hitech City Main Road, Hyderabad 500081, Telangana India

Audit Team Member(s): Mr. Hanumant Omkareswar Tata, White Hat Hacker

Reviewed By: Mr. G Nelson Vijay Kumar, Senior Project Manager

TO WHOMSOEVER IT MAY CONCERN

This to certify that the tested application hosted of the current version is audited by Entersoft Information Systems
Private Limited (A CERT-In Empaneled Organization Wide Letter No: 3(15)/2004-CERT-In (Vol. XIll) dated: 15-
December-2023) and it is free from OWASP vulnerabilities, and any known severe web vulnerability/threat.

Respectively it is safe for hosting and to carry out transaction
The application has passed Critical / High / Medium vulnerabilities for application security assessment tests.

For a detailed description of vulnerabilities severity issues and other security assessment related details, please refer
to the audit report shared with Suvarna Technosoft Pvt Ltd

It is also recommended that the application be hosted with read and script execution permissions for public access,
ensuring it mirrors the audited URL exactly in the production environment.

Certificate Validity: The certificate is valid until the code changes.

Note: Our opinion is valid for the period during which the changes are not made in the source of tested application
thus any changes in the system will require a re-audit of application’s new version. Projections of any conclusions
based on our current findings will not be applicable and must be altered for future periods and the application of new
versions will be subject to any risks because of changes made to the application or system. Also, we recommend that

Web Server and OS level hardening need to be in place for the production server.
I (Il L

Sri Chakradhar
CEO
Entersoft Information Systems Private Limited



